Electronic records & Info governance for students: 
Passwords, usernames and access control
Q: 
I recently completed an on-line survey – conducted by the RCN – where I was asked whether in my last placement I logged onto a clinical IT system using a password that was not mine. I indicated that I was indeed given my preceptor’s username and password so that I could update my patient’s electronic record. I was told that this will enable me to gain vital experience in using modern technology solutions within the clinical setting. On reflection I am concerned that I was doing something that I should not have done. Am I in trouble?
A: Relax, you did what you thought was right and was told to do. By having such ‘hands-on’ experience of updating and maintaining electronic records you have gained valuable knowledge, which will serve you well in the future. 
Yet, it is not good practice for your mentor to share their password, with anyone, and you should be aware of information governance issues that using electronic records bring to the fore. The potential risks for patients, stemming from mismanagement of security and thus inappropriate access to records is linked to the integrity, accuracy and confidentiality of these records.
For your information the NHS is using the strongest national and international security measures available for handling patient records. These measures make sure that patient information is stored safely, stays private and is accessed appropriately.

Q:
Tell me more - how secure is the NHS Electronic Health Record?

A:
Be aware that there are a number of terms used to describe an Electronic Record of Care. These include the Electronic Patient Record in Scotland, the Individualised Health Record in Wales or the National Care Record Service in England. 
All health records are private and personal, so it should be top priority to make the process of accessing the NHS electronic record secure. You may want to have a look at one example of a document that sets patients’ rights to confidentiality, which is the NHS Care Record Guarantee for England (insert link).

Every person registered with the NHS will have a unique identifier - their NHS number or the Community Health Index in Scotland- which is used for administrative purposes. It will be used to link all their health information together and ensure their information is put into the right record.

The NHS will use the strongest national and international security measures available for handling patient records. These measures make sure patient information is stored safely and remains confidential.

Q:
Could records be accidentally deleted or lost?

A:
There will be very strong protection to prevent any information from being lost even if the system temporarily stops working.  It has been designed to recover as quickly as possible.  All information that is stored will be constantly updated and copied to a separate, secure site.  If something causes the system to stop working, for example a power failure, automatic processes should recover the information as soon as possible.  

Q:
What about Patient Confidentiality?

A:
All members of the NHS frontline staff have two key responsibilities with regards to patient confidentiality:

1. 
To maintain a confidential service in the new electronic environment in line with their legal and professional obligations and employment contracts

2.   
To advise patients and answer their questions with regards to managing and sharing information recorded in an electronic format
Since you are not an NHS employee these responsibilities are not yet part of your role and remit. Yet, you should strive to adhere to these principles whenever possible.
Q:
How is my access to the Electronic record be controlled?

A:
Access should only be possible for those who have registered with their local Registration Authority (or local systems/IT office) to obtain an NHS Smartcard (or unique username ) and a Passcode. It is a very similar process to the one many students go through when registering to use the University IT system. 

Access to the NHS electronic record should only be allowed following appropriate training, which is usually given as part of an induction process.  
Qualified staff can expect to be able to access a patient’s record on the NHS electronic record if they are involved in that patient’s care (this is called a legitimate relationship). Access will depend on their role (role-based access) and some NHS communities are enabling students to get their own username and passcodes. 
However, administering students’ access to NHS IT is a time consuming task which is governed by specific policy and local guidelines – and many locations prefer not to give students access to the system. Some local policies suggest that accessing the record must be done with the aid of a registered nurse who whilst mentoring the student (staying with them whilst on the system) could key in their username and password and log off at the end of the process.
Every time someone accesses a patient’s record, a note should be made automatically of who, when and what they did. This is called an audit trail. Alerts should be triggered automatically both to deter misuse of access privileges and to report any misuse when it occurs.  When access is not justifiable, someone responsible for overseeing patient confidentiality – sometimes known as the Caldicott Guardian - will take action, which may include disciplinary procedures and letting the patient know, where appropriate.

Q:
What are my responsibilities with regard to patient confidentiality? 

A:
You have a duty of confidentiality towards the patients you care for. It is good practice to agree with patients how information is expressed in the record and how it will be accessed.  

You can protect patients’ rights by:

· Recording patient information accurately, consistently and promptly.

· Keeping patient information private and secure.

· Disclosing and using information with appropriate care.

· Using the NHS number or CHI as the unique patient identifier, e.g. on prescriptions, test results and referrals.

Q:
Are there any other issues that the introduction of EPR raise?

A;
Plenty! In fact it provides the opportunity and incentive to address a number of issues that need more clarity, for example:

· Managing access to records for those who may be adversely affected by reading information in them.

· Consent to record sharing for those with learning difficulties.

· Linking information in children’s and their parents’ records, without allowing access.

· Sharing information in child protection cases.

Q:
Where can get more information about such issues:
A: Our Learning Zone has dedicated modules for issues around record keeping and confidentiality. Go forth and prosper!
